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About oneM2M

The purpose and goal of oneM2bto develop technical specifications which address the
need for a common M2M Service Layer that can be readily embedded within various
hardware and software, and relied upon to connect the myriad of devices in the field with
M2M application servers wailvide.

More information about oneM2M may be found at: http//www.oneM2M.org
Copyright Notification

No part of this document may be reproduced, in an electronic retrieval system or otherwise,
except as authorized by written permission.

The copyright and #hforegoing restriction extend to reproduction in all media.
© 2018, oneM2M Partners Type ARIB, ATIS, CCSA ETSI, TIA, TSDSI, TTA, TTC).
All rights reserved.

Notice of Disclaimer & Limitation of Liability

The information provided in this document isedited solely to professionals who have the
appropriate degree of experience to understand and interpret its contents in accordance with
generally accepted engineering or other professional standards and applicable regulations.
No recommendation as to puarts or vendors is made or should be implied.

NO REPRESENTATION OR WARRANTY IS MADE THAT THE INFORMATION IS
TECHNICALLY ACCURATE OR SUFFICIENT OR CONFORMS TO ANY STATUTE,
GOVERNMENTAL RULE OR REGULATION, AND FURTHER, NO
REPRESENTATION OR WARRANTY IS MADEOF MERCHANTABILITY OR
FITNESS FOR ANY PARTICULAR PURPOSE OR AGAINST INFRINGEMENT OF
INTELLECTUAL PROPERTY RIGHTS. NO oneM2M PARTNER TYPE 1 SHALL BE
LIABLE, BEYOND THE AMOUNT OF ANY SUM RECEIVED IN PAYMENT BY
THAT PARTNER FOR THIS DOCUMENT, WITH RESPECT TANY CLAIM, AND IN
NO EVENT SHALL oneM2M BE LIABLE FOR LOST PROFITS OR OTHER
INCIDENTAL OR CONSEQUENTIAL DAMAGES. oneM2M EXPRESSLY ADVISES
ANY AND ALL USE OF OR RELIANCE UPON THIS INFORMATION PROVIDED IN
THIS DOCUMENT IS AT THE RISK OF THE USER.
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1 Scope

The present document includes a collection of use cases from a variety of M2M industry s@gteshits
tablel1.1). Each use case may include a description, source, actoxmiions, triggers, normal
andalternativeflow of sequence of interactions among actors and systeme¢gaditions, illustrations and

potential requirementsThe potential requirements provide an initial view of what oneM2M requirements
could arise from the Use Case as seen by the contriblitese are intended to help the reader understand the
use case's need¥hese potential requirements may have been subsequently submitted by the contributor for
consideration as candidate oneM2M requirements, which may or may not have been agreed a8la oneM

requirement (often after much editing)s such, there may not be a direct mapping from the potential
requirements to agreed oneM2M requirem@iris]
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Table 1.1

Environmental
Monitoring for
Hydro-Power
Generation
using Satellite
M2M

Smart parking

Realtime
Audio/Video
Communication

Fleet
management
service using
Digital
Tachograph

Optimizing
mobility
management
parameters with
mobile
networks

Oil and
Gas
Pipeline
Cellular
[Satellite
Gateway

Informati
on
Delivery
service in
the
devastate
d aea

Event
Triggered
Task
Execution

Electronic
Toll
Collection
Services

Sleepy
nodes

Holistic
Service
Provider

Semantic
Home
Cortrol

Taxi
advertise
ment

Collection
of M2M
system
data

Semantic
Device Plug
and Play

Vehicle
Data
Services

Leveraging
Broadcastin
gl
Multicastin
g Capability
of
Underlying
Networks

Triggering
in the field
domain

Smart
Automatic
Driving

Service
Provisionin
g for
Equipment
with Built-
in Device

Vehicle
Data
Wipe
Service

Semantics

query for Underlying
device network service
discovery  activation and
on Inter deactivation
M2M SP

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC) Page 11 of 147
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made alaiy oneM2M Partners Type 1



Terms
And

Personal data Condition

management

v Mo S i S
Management ~ “S"9 97OUP  groyp S:vt;:(;rs for

Privacy

preference Policy

Manager

2 References

1.1 Normative references

Normative references are not applicable in the present dotum

1.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
nonspecific. For specific referencemly the cited version applies. For rspecific references, the latest versafrthe
referenced document (including any amendments) applies.

The following referenad documents angot necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] oneM2M Dratfing Rules.
NOTE: Available athttp://member.onem2m.org/Static_pages/Others/Rules_Pages/onBixéi#ihg-Rules
V1 0.doc

[i.2] ETSI TR 102 95 (V2.1.1): "Machineto-Machine communication$2M); Applicability of M2M
architecture to Smart Grid Networks; Impact of Smart Goids12M platform®.

[i.3] ETSI TS 102 689V1.1.1): "Machineto-Machine communicationd 2M);M2M service
requirenents”.

[i.4] ETSI TR 102 732"Machineto-Machine Communicationd2M); Use Cases d¥i2M
applications for eHealth".

[i.5] void [i.6] HGI-GDO017%R3: "Use Cases and Architecture for a Home Energy Management
Service".

[i.7] ISO/IEC 15118"Road vehicles, vehicle to grid communication”.

[i.8] Mandate 486"Mandate for programming and standardmataddressed to the European
Standardisation Bodies in the field of urban rail".

[i.9] DIN specification 70121"Electromobility- Digital communication between a D.EV charging
station and an electric vehicle for control of D.C. chargingpéndombined charging system".

[i.10] ETSI TR 102 638"Intelligent Transport System#TS);Vehicular Communications; Basic Set of
Applications; Definitions".

[i.17] 3GPP TS 22@8: fiService requirements for Machifigpe Communicatins ( MTC).; St age

[i.12] 3GPP TS 23.682Architecture enhancements to facilitate communications with packet data

networks and applications".
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http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc
http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc

[i.13]

.14

fi.15]
li.16]
[i.17)
[i.18]
.19
[i.20]
fi.21]

3GPP TR 23.887'Architectural Enhancements for Machine Type and other mobile data
applications".

Communications Guidelines defined in Continua Health Alliance, The Continua Version 2012
Design Guidelines.

oneM2M TS0002 "Requirements Technical Specification".

ETSI TS 103 383"Smat Cards; Embedded UICC; Requirements Specification".
IEC 61850 "Communication networks and systems in substations".
oneM2M-TR-0013 "Home Domain Enablemen&thnical Report".
oneM2MTR-0018:"Industrial Domain Enablement Technical Report".
oneM2MTR-0016: 'Authorization Architecture and Access Control Policy".

oneM2MTR-0026:"Vehicular Domain Enablement Elenical Report".

3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AIC
ACL
AL
AMC
AMI
AP
API
ARIB
ARPU
ATIS
BMS

CCSA

CIS
CL
CMS
CP
CPU
DAP
DCS
DER

DP
DR
DRX
DSO

DB
DTG
DVR
EGW
EHR

EP
EPBA

Air Conditioner

Access Control List

Authorization Level

Agriculture Monitoringadministration Centre
Advanced Metering Infrastructure
Applications Provider

Application Programming Interface
Association of Radio Industries and Business
Average Revenue per User

Alliance for Telecommunications Industrgl8tions
Building Management System

China Communications Standards Association

Customer Information System
Criticality Level

Cryptographic Message Syntax
Care Provider

Central Processing Unit

Data Aggregation Point
Distributed Control System
Distributed Energy Resources

DeviceProvider

Demand Response
Discontinuous reception
Distribution System Operator

DataBase

Digital Tachdsraph

Digital Video Recorder
Energy GateWay
Electronics Health Record

Equipment Provider
Equipment Provider Baeknd Application
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ETC Electronic Toll Collection

ETSI European Telecommunications Standards Institute
ETWS Earthquake and Tsunami Warning System
EU European Union

eUICC Embedded Universal Integrated Circuit Card
EV Electric Vehicle

EVC Electric Vehicle Charging

EVCE Electric Vehicle Charging Equipment
EVC-SP Electric Vehicle Charging Service Provider
FAN Field Area Network

FFS For Further Study

GPS Global Positioning System

HAMS HomeAutomation Management System
HEM Home Energy Management

HEMS Home Energy Management System

HLR High-Level Requirement

HMI Human Machine Interface

HV High Voltage

I/F InterFace

IAC Irrigation Administration Centre

ICCID Integrated Circuit Card Identifier

IEC International Electrotechnical Commission
IMSI International Mbbile Subscriber Identity

IP Internet Protocol

ITS Intelligent Transportation Syem

LAN Local Area Network

LATAM Latin American

LDR Low Data Rate

MDMS Meter Data Management System

MDM Medical Devce Manufacturer

MDN Mobile Directory Number

MDMMS Medical Device Monitoring & Management Service
MN Middle Node

MNO Mobile Network Operator

MSCN M2M Service Capabilities Network
MSISDN Mobile Station International Subscriber Directory Number
MSP M2M Servie Platform

MTC Machine Type Communications

MV Medium Voltage

M2M Machine to Machine

NW NetWork

PAN Personal Area Network

PC Personal Computer

PEV Plugin Electric Vehicle

PKCS Public Key Cryptology Standards

PLC Power Line Communications

PMU Phase Measurement Unit

PPM Privacy Policy Manager

QoS Quality of Service

RL RedactiorLevelLeve

RTU Remote Terminal Unit

SCADA Supervisory Control And Data Acquisition
SDDTE Small Data and Device Triggering Enhancements
SGCG Smart Grid Coordination Group

SGIP Smart Grid Iteroperability Panel

SIM Subscriber Identity Module

SLA Service Level Agreement

SM Smart Meter

SMS Short Message Service

SN Sleepy Node

SP Service Provider

SW SoftWare
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T&C Terms and Conditions

TSO Transmission System Operator

TIA Telecommunications Industry Association
TSDSI Telecommunications Standards Development Society, India
TTA Telecommunications Technology Association
TTC Telecommunications Thnology Committee
TV TeleVision

ub User Device

UE User Equipment

UEPCOP User Equipment Power Consumption OPtimizations
uiM User Identity Module

USB Universal Serial Bus

URI Universal Resource Identifier

WAM Wide Area Measurement

WAMS Wide Area Measurement System

WAN Wide Area Network

WCDMA Wideband Code Division Multiple Access
WG Wireless Gateway

WLAN Wireless Local Area Network

3GPP 3rd Generation Partnership Project

TR Technical Report

HV/MV High Voltage/Medium Voltage

TS Tedhnical Specification

SG Smart Grid

us United States

MB Mega Bytes

Wi-Fi Wireless Fidelity

HIPAA Health Insurance Portability and Accountability Act,
EU European Union

HM Holistic Management @vice Provider

FO Facitity Operator

ICT Information and Commmication Technologies
TP Third Party (facility ICT provider)

GW Gateway

TC Technical Comitee

CEN European Committee for Standardization
DIN Deutsche Industry Norm

AA, BB, CC

ON

ALU

PEV-SP

PEV-SW

uc

4 Conventions

The key word$Shall', 0 Sh a I' & My, 6Nieed nat, "Should, "Should nct in this document are to be interpreted
as described in the oneM2M Drafting Rules [i.1]
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5 Energy Use Cases

5.1 Wide area, energy related measurement/control system for
advanced transmission and distribution automation

5.1.1 Description

Background:

1 Phase Measurement Units (PMUs, aka Synchrophasors) in power electrical systems, is a technology that
provides a tool for power system operators and planners to measure the state of the electrical system and
manage power quality.

1 PMUs arepositioned across the high voltage (HV) transmission and Medium voltage (MV) distribution network,
operated by transmission and distribution system operators (TSO/DSO) respectively, typically in a substation
where network node connections are made andigieébution of load is of importance.

1 PMUs usually generate bulk statistical information transmitted hourly or daily or event based. They are capable
of continuously monitoring the widarea network status online, so continuous information streamingyiflata
be available to contralentes from hundreds of PMUs at once which requires a stable communication network
with sufficient capacity and quality.

1 The communications network that is used to collect, monitor and control electricity power systems (HV
transmission and MV Distribution power systems) are usually owned by Electricity TSO/DSO and are very
secure and reliable.

1 PMUs are sampled from widely dispersed locations in the power system network and synchronized from the
common time source of a globalgitioning system (GPS) radio clock. PMUs measure voltages and currents at
diverse locations on a power grid and output accuratelystamaped voltage and current phasors, allowing for
synchronized comparison of two quantities in real time. These compsidan be used to assess system
conditions.

Description:

9 This use case shows the feasibility of High voltage /MV supervision through the interconnection of PMUs
especially via mobile broadband communication networks. Thus not requiring any additioiBISCSinternal
network extensions especially in remote sites.

1 Through analysis of PMU power state information collected in operator coptrtdr TSO/DSO), the
TSO/DSO can send control information to PMUs, in the same mobile broadband communicatiok, tetw
control the power flow in the power system.

1 Transmission delay of less than a second for the transmission of PMU measurements in near real time to
TSO/DSO in the case of contrcénters

1 Black-out causes propagates within minutes and sometimeseniyds through entire national and even
international transport & distribution networks. So the transmission of control is critical in the range of less than
seconds.

5.1.2 Source

oneM2M-REQ-20120030R07 Wide area Energy related measurement/control systémvanced
transmission and Distribution Automation
NOTE: from ETSI TR 102 935 [i.2]

5.1.3 Actors

T Energy system operators:

0 Transmission System Operator (TSO) is responsible for operation, maintenance and development
of the transmission network in its own caitarea and at interconnections with other control
areas, londerm power system ability to meet the demand, and grid connection of the
transmission grid users, including the DSOs.

o Distribution System Operator (DSO) is responsible for operation, mainteaadadevelopment of
its own distribution grid and where applicable at the connections with other grids, ensuring the
long-term ability to meet the distribution demand, regional grid access and grid stability,
integration of renewables at the distributlewel and regional load balancing (if that is not done
by the balance responsible party).
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9 Communication operator (s) provider of the access network (Tglcos
0 System operators and/or providers of service layer platform(s) which can provide
services/commofunctionalities for applications that are independent of the underlying
network(s).

5.1.4 Pre-conditions
Communication/connectivity networks (phase network) to collect the measurements from Rédbkets
5.1.5 Triggers

System conditions deducted from the analySiotiected data trigger a counter measure action for example to
curtail or reduce power flow in a HV/MV transmission.

5.1.6 Normal Flow

Interactions between actors and system required for successful execution of the use case or scenario.
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Communication System operator

operator

1.Subscribe

2.Measurement

3.Measurement

4.Notification

4.a.Measurement

5. Control
(e.g. shut down a transmission line )

6. Control
(e.g.shut down a transmission line )

7. Control
(e.g. shut down a transmission line

Figure 5-1 An example flow for the TSO scenario

An example flow for the TSO scenario:

1. WAMS application subscribes to PMU data which is owed by the Transmission System Qperator

2. Measurements requested are sent back throegVids provider) Telco operator and System Operator to TSO
centerfor the WAM application

3. Measurements sent to the system operator are collected and can be stored by the operator.

4. Notification message is sent to WAMS application in TSO coctnterwhen the system operator receives the
measurement. WAMS application/TSO contehtercan pull/push the data measurements

5. Based on measurements collected, WAMS application/ TSO caetrt@rinitiates a control command to shut
down a transmission line uedits controlled area

6. The Control command is sent to system operator where an appropriate communication network is selected to
send the control command

7. Then control command is sent by system operator to the PMU under TSO controlled area to initiate the
execution of the command e.g. the shutdown of a specific transmission line

commuincation System operator

operator

1.Subscribe

2.Measurement

3.Measurement

4. Notification

4.a.Measurement

5. Control
6. Control (e.g. reduce power flow)

(e.g. reduce power flow )

7. Control
e.g. reduce power flow)

Figure 5-2 An example flow for DSO scenario
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An example flow for DSO scenario:

1. WAMS application subscribes to the PMU data

2.  Measurements are sent through Telco operator

3. Measurements sent to system operator where they are stored.

4. Notification sent to WAMS application in DSO contaanterwhen the measurements are received by
system operator. WAMS application in DSO aohtentermulls the measurements

5. Based on measurements collected WAMS application in DSO ceetntdy initiates a control command
to reduce flow in a particular region under its controlled area.

6. Control command sent to system operator whergprogriate communication network is selected to
send the control command.

7. Then control command is sent to the PMU under DSO control to initiate the execution of the command
e.g. the change of power flow.

5.1.7 Alternative Flow
None
5.1.8 Post-conditions

Correctiveor Restricted operation of power electrical network as a result of the preventive action because of
the shutdown of (a part) power network.

5.1.9 High Level lllustration

Wide Area Measurement System (WAMS)

TSO control entre "7 Data flow
Supervision-N/W

;Pmcessmg (DFR) POWGI‘ ﬂ ow

) Communication N/W
Integrated Control Center A - Private or Public

Power & Supervision : 42 - - Wireless or Fixed
s -
SCADA-NW [s i

Processing EC 81850
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| TCPIP
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|
(traditional) :
1
1

Consumers

5 HV-Grid + \ ) (typ. no Data-N/W available)
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i D SO / Synchrophasor/

DER P \Y == == PMU-Device
ower ] it ﬁ ﬂ
Generation h l.L 11 | - |
(renewable) g
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w PMU connected

Figure 5-3 High Level lllustration of Wide Area Measurement System

5.1.10 Potential Requirements

Extracted from ETSI service requiremeni& (02689 V1.1.1i.3]) but suitable for this use case.

1. Data collection and reporting capability/function
The M2M System (e.g. bmwned by System Operator) shalipport the reporting from a specific M2M
Device (e.g. PMU) or group of M2M Devices or group of M2M collectors in the way requested by the M2M
Application (e.g. WAM) as listed below:
a. a periodic reporting with the time pedideing defined by the M2M application;
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=

b. an ondemand reporting with two possible modes. One is an instantaneous collecting and reporting of
data, the other one is a reporting of the data that wenepoeded at the indicated specific time
period;

c. an evelirbased reporting e.g. transient fault

NOTE: Specific time requirements FES

2. Remote control of M2M Devices
The M2M System shall support the capability for an Application to remotely control M2M Devices that
support this capability; e.g. control pow&avi or shut down a regional power network to prevent a bbatk
event

3. Information collection & delivery to multiple applications

The M2M System shall support the ability for multiple M2M Applications (in this use case the WAM) to
interact with multipgé applications on the same M2M Devices (in this case can interact with many PMUSs)
simultaneously

4. Data store and share

The M2M System shall be able to store data to support the following requirements:
a. Provide functionality to store and retrieve data
b. Establish storage policies for stored data (e.g. define maximum byte size of the stored data).
c. Enable data sharing of stored data subjected to access control

5. Security requirements

a.Authentication of M2M system with M2M devices/ /collectors
The M2M system shall support mutual authentication with M2M Device or M2M Gateway/collector. For
example mutual authentication may be requested between a service providers/operators and the entity
requesting the service. The parties may choose the strength oftmati@mto ensure appropriate level of
security.

b.Authentication of applications on M2M devices with M2M applications on the network
When there is a request for data access or for M2M Device/Gateway access, the M2M Device or M2M
Gateway access, the appliion on M2M Device or M2M Gateway shall be able to mutually authenticate or
M2M Applications on the Network from which the access request is received.

c.Data integrity
The M2M System shall be able to support verification of the integrity of the data gechan

d.Prevention of abuse of network connection
M2M security solution shall be able to prevent unauthorized use of the M2M Device/Gateway.

6. Privacy
The M2M System shall be able to protect confidentiality of collected information.
a. Security credential and Bware upgrade at the Application level.
i.Where permitted by the security policy, M2M System shall be able to remotely provide the
following features, at the Application level
ii. Secure updates of application security software and firmware of the M2M Deieadya
iii. Secure updates of application security context (security keys and algorithms) of the M2M
Device/Gateway.
b. This functionality should be provided by a tampesistant Secured Environment (which may be an
independent Security Element) in M2M Devicedé&®ays supporting this functionality.

7. Continuous Connectivity
The M2M System shall support continuous connectivity, for M2M applications requesting the same M2M

service on a regular and continuous basis. This continuous connectivity mapdtesdt=d upn request of
the Application or by an internal mechanism in the M2M system.

5.2 Analytics Use Case for M2M

5.2.1 Description

The term*analytics$ is often used to describe complex algorithms applied to data which provide actionable
insights. Simpler algorithms maalso provide actionable insighthere the term'computé is usedor them.
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Both "analytics and"computé may be used similarly by an M2M System to provide benefits to M2M
applications. This use case uses a sirfipdenputé example to introduethe topic.

M2M application service providers may wish to use analytics for several purposes. There are many analytics
providers who may offer their libraries directly to application service providers. However there are situations
where application servcproviders may wish to apply analytics to their M2M data from devices before it is
delivered to thébackend' of the applicatioriin the cloud.

To satisfy M2M application service provider needs, a oneM2M system may offer compute/analytics
capabilitieswhich may be internally or externally developed. Furthermore, these compute/analytics capabilities
may be geographically distributed. Benefits to M2M application service providers might include:

1 Convenience due to integration

1 Simplicity - due to a crossertical standardized analytics interface

1 Cost savings due to resource minimization (of compute, storage, and/or network)

1 Improved performancedue to offloading/edge computing

M2M service providers may also benefit by deploying distributed compatgtas to optimize operations
such as regional management e.g. device/gateway software updates.
The use case described below assumes:
1 millions of devices continuously report M2M data from devices at geographically diverse locations
1 the M2M applications interested in receiving only certain sets of data based upon changes in
particular data elements.

Use of oneM2M computation and analytics for anomaly detection and filtering avoids the use of bandwidth

needed to transport unnecessary device data tmatieend of the M2M application. To enable the oneM2M

system to do this, the M2M application specifies:

Which device data (the baseline set) is needed to create a baseline (which is inditatvemalf
operation).

The duration of the training periodagsto set a baseline

The method to create/update the baseline

Which device data (the trigger set) is to be compared to the baseline

The method of comparison between the baseline set and the trigger set.

The variation of M2M data in comparison to theddae used to trigger action

Which data (the storage set) is to be stored in addition to the data used in the baseline.

Which data (the report set, which may include data from the baseline set, trigger set and the storage
set) which is to be reported toet M2M application upon trigger.

9. "Location directiveswhich expresses where the device data collection point, storage and
compute/analytics program and libraries should be located. (Distributed, possibly hierarchical
locations may be specified, and maydeéined by max response time to devices, geographic
location, density of convergent device data flows, available compute/storage capacity, etc.).

10."Lifecycle management directivefor compute/analytics program and libraries instances e.g. on
virtual machnes.

The action by the oneM2M system in response to a trigger in this use case is to send the filtered report set to
the M2M application; however, other alternative actions are summarized below (which would require different
information from the M2M applition).

=

©ONOOA~WN
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Figure 5-4 Analytics Use Case for M2M

Example of distributed, nehierarchical location of analytics use cas@ormal flow
A hierarchical version of this use case would locate different cafgndlytics at different levels of a
hierarchy.

Source
oneM2M-REQ-20130102R03 Analytics for oneM2M
Actors

Devices- aim is to report what they sense
Analytics library provider aim is to provide analytics libraries to customers
M2M application servie provider- aim is to provide an M2M application to users

Pre-conditions

Before an M2Msysten's compute/analytics may be used, the following steps are to be taken:

1. The M2M application service provider requests compute/analytics services from the ongsi@i. s
A request may include parameters required by analytics to perform computation and reporting, plus
parameters required by the oneM2M system to locate and manage the lifecycle of the analytics
computation instance (setauses.2.1).

2. The oneM2M systeraelects a source Analytics library provider for, and obtains the appropriate
analytics library.

3. The oneM2M system provisions the appropriate analytics library at a location that meets the M2M
application servic@rovidefslocation directives.

4. The oneM2Msystem generates a program based upon the M2M application sepxaers request.

5. The oneM2M system provisions the appropriate program based upon the M2M application service
providefs request at the location(s) of step 3.

6. The oneM2M system starts tmiting M2M data from devices and inputs them into the provisioned
compute/analytics program for the duration of the bas#lairing period. A baseline is established,
which may include bounds for M2M data ranges, bounds for frequency of M2M data deceive
bounds for relative M2M data values to other M2M data values, etc.

Triggers
Triggering is described withiclauses.2.7.
Normal Flow

1. The devices provide M2M data to the oneM2M system.

2. The oneM2M system stores a set of M2M data (the storage set) fratewices

3. The oneM2M system uses analytics to compare M2M data (the trigger set) from devices with the
baseline.
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87 4. The oneM2M system determines whether the variation between the M2M data set and the baseline

88 exceeds the specified bounds of the trigger camgitf it does then the following action occurs:
89 5. The oneM2M system sends the requested M2M data (the report set), to the M2M application service
90 provider.

91 5.2.7 Alternative Flow 1

92 The action to be taken by the oneM2M system following a trigger may be diffeagnstep 11 above.
93 For example, the action may be to initiate conditional collection where for some duration or until some other
94 trigger occurs.
95 A. A current collection scheme of device data is modified e.g. more frequent updates, or
96 B. A new collection schemis initiated
97 .
98 Other alternative actions may include, but are not limited to:
99 1 Initiating device/gateway diagnostics e.g. following a drop in the number of responding devices
100 1 Sending control commands to devices
101 9 Sending alerts to other oneM2M system s@&wie.g. fraud detection
102 1 Sending processed (e.g. cleansed, normalized, augmented) data to the application

103 5.2.8 Post-conditions

104 Not applicable
105

106 5.2.9 High Level lllustration

107
108
Analytics Library Analytics Library Analytics Library Analytics Library Application
Provider 1 Provider 2 Provider 3 Provider 4 Service Provider
| T == __-’____'___
Il' ¢_:_::1::;l'l--—-"'___’_
oneM2M system
(May be operated by information system service provider (a role that can be carried out by an independent provider, such as the
transport network provider or any of the application providers producing or consuming the information)
Devices Devices Devices § Devices
a® D
[C—1 = actors :
109 [ = potential oneM2M solution
110 Figure 5-5 High level illustration of Analytics use case
111
112 Concrete Example Oil and Gas
113 The above description is of the abstracted use case; a more concrete example is as follows:
114 Oil and gas exploration, development, and production are important potential use cases for M2M. To stay
115 competitive enggy companies are continuously increasing the amount of data they collect from their field
116 assets, and the sophistication of the processing they perform on that data. This data can literally originate
117 anywhere on Earth, is transported to decision makeyslorited bandwidths, and often mus reacted to on
118 reakttime time scales. An M2M system can prove very useful in its ability to perform analytics, data storage,
119 and business intelligence tasks closer to the source of the data.
120 Oil and Gas companies @y some of the most sophisticated and largest deployments of sensors and
121 actuators networks of any vertical market segment. These networks are highly distributed geographically, often
122 spanning full continents and including thousands of miles of pipidgatworking links. Many of these
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deployments (especially during the exploration phases) must reach very remote areas (hundreds of miles away
from the nearest high bandwidth Internet connection), yet provide the bandwidth, latency and reliability
requiredby the applications. These networks are typically mission critical, and sometimes life critical, so
robustness, security, and reliability are key to their architecture.

Oil and gas deployments involve a complex lasgale system of interacting subsystefite associated

networks are responsible for the monitoring and automatic control of highly critical resources. The economic
and environmental consequences of events like well blowouts, pipeline ruptures, and spills into sensitive
ecosystems are very seggand multiple layers of systems continuously monitor the plant to drive their
probability of occurrence toward zero. If any anomalies are detected, the system must react instantly to correct
the problem, or quickly bring the network into a global sad&esiThe anomalies could be attributable to many
different causes, including equipment failure, overloads, mismanagement, sabotage, etc. When an anomaly is
detected, the network must react on very fast timescales, probably requirirgusengmous technigs and

local computational resources. Local actions like stopping production, closing valves, etc. often ripple quickly
through the entire system (the systeamnat just close a valve without coordinating with upstream and
downstream systems to asdfdlows and insure all parameters stay within prescribed limits). Sophisticated
analytics at multiple levels aids the system in making these quick decisions, taking into account local
conditions, the global state of the network, and historical trendgirfriom archival big data. They may help

detect early signs of wear and malfunction before catastrophic events happen.

Security is critical to Oil and Gas networks. This includes data security to insure all data used to control and
monitor the network is dhentic, private, and reaches its intended destination. Physical security of installations
like wells, pump stations, refineries, pipelines, and terminals is also important, as these could be threatened by
saboteurs and terrorists.

There are three broadh@ses to the Oil and Gas use case: Exploration, Drilling and Production. Information is
collected in the field by sensors, may be processed locally and used to control actuators, and is eventually
transported via the global internet to a headquartersetailed analysis.

Exploration

During the exploration phase, where new fields are being discovered or surveyed, distributed process
techniques are invaluable to manage the vast quantities of data the survey crews generate, often in remote
locations not seticed by high bandwidth internet backbones. A single seismic survey dataset can exceed one
Petabyte in size. Backhauling this data to headquarters over the limited communications resources available in
remote areas is prohibitive (Transporting a petabyée a 20Mb/s satellite link takes over 12 years), so

physical transport of storage media is currently used, adding many days of time lag to the exploration process.
Distributed computing can improve this situation. A compute node in the field is contetitedvarious

sensors and other field equipment used by the exploration geologists to collect the data. This node includes
local storage arrays, and powerful processor infrastructures to perform data compression, analysis, and
analytics on the data setegtly reducing its size, and highlighting the most promising elements in the set to be
backhauled. This reduced data set is then moved to headquarters over limited bandwidth connections.

Drilling

When oil and gas fields are being developed, large giesntit data are generated by the drilling rigs and

offshore platforms. Tens of thousands of sensors monitor and record all conditions on the rig, and thousands of
additional sensors can be located downhole on the drill string, producing terabyte daistsististed

compute nodes can unify all of these sensor systems, perform advandedeealalytics on the data, and

relay the appropriate subset of the data over the field network to headquarters. Reliably collecting, storing and
transporting this data essential, as the future performance of a well can be greatly influenced by the data
collected and the decisions made as it is being drilled.

A subset of the data collected (wellhead pressure, for example) is safety critical, and must be continuously
analysedfor anomalies in reaime to insure the safety of the drilling operations. Because of the critical

latency requirements of these operations, they are not practical for the Cloud, and distributed computing
techniques are valuable to achieve theemsary performance.

Production

Once wells are producing, careful monitoring and control is essential to maximize the productivity of a field. A
field office may control and monitor a number of wells. A computing node at that office receivémesal

repats from all the monitoring sensors distributed across the field, and makdéisneediecisions on how to

best adjust the production of each well. Some fields also include injection wells, and the computing node
closes the feedback loop between the inpectates and the recovery rates to optimize production. Some
analytics are performed in the local computing node, and all the parameters are stored locally and uplinked to
headquarters for more detailed analysis and archiving. Anomalies in sensor raselinggantly detected, and
appropriate reactions are quickly computed and relayed to the appropriate actuators.
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The Pump Station shown also includes a computing node. It is responsible for monitoring and controlling the
pumps / compressors responsiblerfmving the product from the production field to the refinery or terminal

in a safe and efficient manner. Many sensors monitor the conditions of the pipelines, flows, pressures, and
security of the installation for anomalous conditions, and these amedigsed by the local computing node.

Conclusion
The oneM2M Services Layer could offiloud-liked services to M2M Applications of computation/analytics
functions commonly used across verticals, where those functions are optimally placed near taéseoour
M2M data.
These services could include:
1. Advertisement of services to M2M Applications
2. Acceptance of M2MApplications directives over théNorth-bound interface.
3. Selection of where the requested computation/analytics functions are optimally. placed
4. Provisioning and maintenance of virtual machine and computation/analytics functions (provided by
oneM2M provider or 3rd par}y
Redirection of M2M traffic to the virtual machine
Delivery of virtual machine output to other virtual machines or directiyi2M Applications (e.g. of
filtered M2M data.
The M2M Applications and the M2M Service Provide may benefit from these services:
oneM2M Services Layer use of virtual machines on behalf of M2M Applications (e.g. to trigger new/modified
data collection or evice diagnostics or low latency M2M Device control)
oneM2M Services Layer use of virtual machines on behalf of the oneM2M Service Provider (e.g. optimized
device management, fraud detection)

oo

5.2.10 Potential requirements

1. The oneM2M system should be able to atstgndardized inputs from M2M application providers which
request compute/analytics services.

2. Notethat Many Analytics APlIs exist today, the most popular one being Google analytics service

3. The oneM2M system should be able to select analytics libradesAnalytics library providers.

4. The oneM2M system should be able to locate and run instances of compute/analytics programs and
libraries at locations requested by M2M applications service providers.

5. The oneM2M system should be able to manage the lifeofdatestances of compute/analytics programs
and libraries.

6. The oneM2M system should be able to steer device data to inputs of instances of compute/analytics
programs

7. The oneM2M system should be able to take operational and management action as aaresyittosf
reports received.

8. The oneM2M system should specify supported compute/analytics triggers and actions.

5.3 Smart Meter Reading

5.3.1 Description

This clause provides selected Smart Meter Reading use cases

5.3.2 Source

oneM2M-REQ-20130217R02 Smart Meter Readituse Case
Note: use case information extracted from SGIP/OpenSG
REQ-20150563 pCR on smart meter reading

5.3.3 Actors

1 Smart Meters (SM), Data Aggregation Points (DAPs
1 Advanced Metering Infrastructure (AMI) He&ad
1 Meter Data Management System (MDMS
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1 Cugomer Information System (CIS)

5.3.4 Pre-conditions

Availability of meter data.
Smart Meters which are deployed in a block (e.g. same house, building, community, etc.) with the same
behaviouased on default configuration or charging policy could be assignadj@up.

5.3.5 Triggers

Smart meter owlemand or bulk interval meter read request events

5.3.6 Normal Flow

Smart Grid Interoperability Panel (SGIfhttp://www.sgip.org) and OpenSG users group
((http://osgug.ucaiug.org/default.aspx) have been leading this effddrth America. An informative

document has been submitted to OneM2M based on the SGIP activity. In general, a number of external
organizations such as the SGIP or the SGCG (Smart Grid Coordination Group) in Europe have been working
to define use casesrf8mart Grid (SG). Portals such as the Smart Grid Information Clearing House
(http://www.sgiclearinghouse.org) to assist with distributing information about smart grid initiatives in the US.
The usecases presented are derived in part from the above lyubl@ilable information.

Figure 5-6 shows the conceptual actors/data flow diagram based on a more detailed diagram developed by
SG-Net. The more detailed diagram developed byN&Ecan be seen in the associated submission related to
SGIRbased Smart @ Use Cases.

In Figure 5-7 each element is dacto0 that is communicating with another actor using the shown data flows.
As an example, consideBmart Meter in théCustomed quadrant (lower right). Smart Meter (SM)
communicates with a number of otlaators, such as a Data Aggregation Point (DAP) located in the AMI
Network. The DAP can then transmit the aggregated data to the Utility Service Provider using the Wide Area
Network. The meter reading information can reach theaatterfor the Utility Service Provider via the AMI
Headend which can forward the information to the MDMS which can coordinate with the CIS to store/retrieve
meter data and to determine customer billing information. In certain variations such as-bafiethsmart

metering sy&Ems, a DAP entity may be bypassed, or merely serve as-thpasgh for the information flow
between the utility dateenterand the smart meter.
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265 Figure 5-6 Conceptual Actors/Data Flow Diagram
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268 Figure 5-7 Typical Smart Meter Reading Flows A (on left) and B (on right)
269
270 Typically, a utility datecenterprocessing application communicates-éneénd via the AMI Headend with a
271 smart meter data application attbdgeFigure5-7 shows two possible flows A and B depending on whether
272 there is a DAP entity along the path from the Utility Daenter/f AMI Headend and the Smart Meter.
273
274 In flow A, the Utility DataCenter/ AMI Headend can make a request to the Smart Meter directly. Typically
275 there may be 3 to 6 such requests per day (typically < 10 times per day). The request could indicate that the
276 current meter reading is desired. Altermaly, multiple meter readings over a period of time such as for a few
277 hours (e.g. from 2 p.m. to 8 p.m.) for a given day or across days could be requested. The Smart Meter
278 completes the request and communicates it back to the Utility@zetier/ AMI HeadEnd. Typical in such
279 ondemand or bulinterval read requests, a reasonably immediate response is desired of the order of a few
280 seconds, so that there is not necessarily any significant delay tolerance allowed for the response. However, it is
281 possible thatin current systems or in future systems, such requests could optionally carry a delay tolerance
282 associated with the request depending on the urgency of the request. The size of the meter reading response
283 can be of the order of a few tens to hundreds/té#d) and is also implementation dependent.
284
285 In flow B, the Utility DataCenter/ AMI Headend can make a request to the Smart Meter that can be received
286 via the DAP. Typically there may be 3 to 6 such requests per day (typically < 10 times per dayguéke re
287 could indicate that the current meter reading is desired or that multiple meter readings over a period of time are
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desired. The Smart Meter completes the request and sends its response to the DAP. This response from the
Smart Meter to the DAP is tygally desired in the order of 15 to 30 seconds, as suggested in the submitted
informative document related to SGliased Smart Grid Use Cases. However the actual delay in processing

can be implementation dependent across smart metering systems acrasidthEhe size of the meter

reading response can be of the order of a few tens to hundreds of bytes, and is also implementation dependent.

In case that the Smart Meters belong to a group, there are two ways to distribute the request from the Utility
DataCenter/ AMI Headend to Smart Meters: the Utility Da&nter/f AMI Headend sends a request to DAP

then DAP distributes it to all Smart Meters, or the Utility Da&mter/ AMI Headend sends same requests to

all Smart Meters via DAP which acts as a routédrere are several ways to submit the data from Smart Meters
to the Utility DataCenter/ AMI Headend: The DAP entity can buffer the data for some time, receive data from
many meters, and then submit the aggregated data across meters to the UtiligribeaAMI Head End.

The duration for which the DAP may buffer data can be implementation dependent, and could last for several
seconds or minutes. In some variants, the DAP may serve merely as a router, so that it directly forwards the
smart meter respen to the Utility Dat&Center/ AMI HeadEnd without performing any aggregation tasks. In
further variants, the DAP entity could be merely a virtual processing entity and not a physical one, where such
a virtual entity could even potentially reside on thteeo side (not shown) of the wide area network associated
with the Utility DataCenter/ AMI Head EndFor instancethe Utility DataCenter/f AMI Headendcould send

a request to DAP for distributing it to all Smart Meters in a group, and if the DAP betoftige third party,

the DAPshallserveas a routeto directly forwardthe snartmeter response to the Utility Dafenter/ AMI

HeadEnd without performing any aggregation tasks.

Summary

To summarize, meter reading requests could request a singlereaelieig or a set of meter readings. Such
requests may occur a few times (typically < 10) per day and can be of the order of a few tens of bytes. Meter
reading responses can be of the order of a few 10s to 100s of bytes typically. Meter reading ragponses a
typically expected in the order of a few seconds after reception of the request at the meter. Any delay tolerance
associated with such requests can be optional or implementation dependent. In some system variants, a DAP
entity may not exist at all soahthe Utility DataCenter/ AMI Head End communicates directly with the

smart meter. In other eftd-end system variants, a DAP entity may serve as an intermediate processing or
forwarding entity between the Smart Meter and the Utility [@aater/ AMI Head End. In such cases, the

DAP entity may be either a physical or virtual processing entity in thégeedd system and can assist with
buffering and aggregating meter reading responses. The duration of buffering or aggregation at the DAP entity
can bemplementation dependent and could be of the order of a few seconds or minutes typically.

5.3.7 Alternative Flow
None

5.3.8 Post-conditions

None

5.3.9 High Level lllustration

None

5.3.10 Potential Requirements

1. The M2M System shall be able to provide identity verification betwbe M2M device and the
M2M server.

2. The M2M System shall be able to protect confidentiality of data (i.e. Smart Meter Response), even
when DAP is deployed by the third party.
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5.4 Environmental Monitoring of Remote Locations to Determine

Hydropower

5.4.1 Description

Monitoring environmental parameters and effects in remote locations is of increasing interest due to the rapidly
changing Global Climate and the world in general. Parameters such as temperate, pressure, water levels, snow
levels, seismic activity he significant effects on applications such as green energy (wind and hydro power),
agriculture, weather forecasting and tsunami warnings. The demand for remote monitoring information (real
time and historical) has been increasing over the past decadamauled to increase exponentially in the
foreseeable future.

Environmental monitoring is a M2M application where satellite is the only communications alternative as no
other infrastructure is generally in such remote localities. This case study atteetmttpone solutions

where satellite communication is commonly used for environmental monitoring. This is Hydro power
generation through snow/water monitoring.

This attached paper provides an overview of the solution and how satellite is used tothigopatirement.

The document also outlines why the solution requires M2M remote satellite communications.

5.4.2 Source

oneM2M-REQ-20130123R02 Usease HydrePower Monitoring Satellite

5.4.3 Actors

Energy companies

5.4.4 Pre-conditions

Two main requirements exist foemote monitoring in Hydro Power Generation. Firstly, there needs to be
monitoring of the flow and supply of water to generate the power itself. Secondly, there needs to be monitoring
of the environmental impact the hydetectricity has on surrounding exystems for the storage of water and
resulting change in natural flow.

Flow and Supply of Water: Availability and supply of water is fundamental to hydro generated power and is
very seasonal and related to the regional climate. In cold climates suchaaa@ad Norway, water is

supplied by snow where reservoirs are located in high locations and catchment areas cover extensive mountain
regions. Snow levels, melting periods and supplies are inconsistent throughout the year. Reservoirs and storage
facilities are designed to take into account seasonal inconsistencies from mother nature. In more tropical areas
such as Brazil, tropical downfalls in the wet seasonal periods are important for flow management and are also
seasonal.

Regardless of region, accuraensors are critical to monitor water flow and supply such as rain fall, snow

levels, snow temperature, snow wetness, reservoirs levels and other seasonal parameters. These sensor
readings are critical to ensure Hydro companies can accurately predicaterdtat power generation levels.

Sensor readings need to be sent back in near real time to Hydro processing plants to maintain operations. The
location for the sensors are in mountainous and hard to reach areas that experience harsh environmental
factors,partially high water/snow falls. Power or communication infrastructure is generally not available;
therefore reliable satellite communication is the only option.

Sensor data is sent back consistently at short interval rates generally every five monugeséimber of

multiple sensors in each location. Monthly usages in the region of- AW per month are typical

depending on the number of sensor registers to poll and the M2M SCADA (supervisory control and data
acquisition) communication protocol usg@dg. Modbus or priority protocol protocols used such as Totalflow).
Environmental impact that hydwectricity has on surrounding ecosystems: Hylectricity has the

potential to affect the local ecosystems upstream and downstream from the genkxatngspvernment and

world regulations are in place to ensure these systems minimize the impact on the local environment. Close
monitoring and reporting of the surrounding areas are also part of the monitoring solution. Factors such as soil
salinity, wate levels, fish stock levels and erosion are some parameters that could be potentially monitored to
ensure regulation and adhered to. This type of data is not critical for the power generation, however is required
historically for trend analysis. Near réahe communications is require for these types of sensors.

Sensor data is sent back long consistently interval rates generally every 30 minutes to 1 hour from a number of
multiple sensors in each location. Monthly usages in the region of-2 MB per motth are typical,

depending on the number of sensor registers to poll and the M2M SCADA communication protocol used.
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389 5.4.5 Triggers

390 Two triggers that initiate information being sent over this architecture.

391 AcConstant pollingand

392 AcConditional polling.

393

394 ConstanPolling: Sensor polling rates are set by the Hydro operator. This information is used at the host to
395 provide real time data as well as historical for trending analysis. Polling rates depend on the rate of change in
396 environmental changes or how often dateequired to make decision on flow rates through the Pembroke.
397 Rates could be every few minutes up to few hours, but rates are constant. This data is very important to
398 determine power requirements for the satellite terminal. The more data the moreéhadvugerequired.

399

400 Conditional Polling: Information can be sent from the RTU based on specified events, sharp rise in water
401 levels, temperate and any specific data. This data must be fed back to the Hydro control (host) in the event
402 critical controls neetb be made on the Hydro station.

403 5.4.6 Normal Flow

404 Remote Sensor/Satellite Terminal Integration: Remote sensors are normally connected to a Remote Terminal
405 Unit (RTUs) that condition the sensors values into registers that are transmitted (over satellite}.tdteeho

406 RTU polls (or changes register value in some circumstances) register values from Programmable Logic

407 Controllers (PLCs) that are connected to the aforementioned sensors. The RTU will then use a M2M (SCADA)
408 communication protocol to send the registglues to the host. SCADA protocol are designed to be very

409 compact, only sending the minimum require data to the host, thus why serial based communication is popular.
410 Modbus, DNP3 (Distributed Network Protocol), IEC 618b1)] (used in electrical substans) or other

411 priority based communication protocols are used and are generally based around serial communication to keep
412 traffic to a minimum. IP is starting to become more popular to support these SCADA protocols.

413 The host resides in a corporate netwoi the Hydro provider, which analyses and presents this data into

414 meaning information to make decisions on. The host is normally a-pgadver monitoring application

415 designed specifically by the hydro provider that is integrated with the remote mangibeis and controls for

416 the Hydro plant. The host normally has a very advanced Human Machine Interface (HMI) to process data to a
417 human operator, and through this, the human operator monitors water flow and controls the amount of water
418 flowing through thepenstock to the turbine.

419 As mentioned, RTUs communicate via either serialPR&/485) or IP layer 2 M2M SCADA protocols.

420 Majority of modern based satellite communications systems support IP only layer two protocols and it is very
421 common for RTUs to commmicate via serial only. Terminals servers are usually placed in line between RTUs
422 and satellite terminals where serial communication is required.

423 Satellite Service solution: L Band satellite service are the most popular used by Hydro plants in LATAM and
424 North America. The L band satellite service operates over the L band frequency rargdzfo 1.6 GH2).

425 This band is unique as it is not attenuated by weather where other high frequency band solutions operate in.
426 Remote terminals in this application stlpe able to operate in wet tropical and cold snow ranges.

427 The terminal normally provides a direct IP network connection to the customer corporate control network

428 (backhaul) via secure IP VPNSs or leased line. A backhaul satellite solution is somethés inereasd

429 reliability. The L band satellite network must offers geographical redundancy for downlink earth station and
430 backhaul infrastructure.

431 Satellite Terminal Solution: The L band satellite terminal must operate with extremely low powdramess t

432 1W idle and 20W transmit. Majority of power used by remote terminals is used during the idle state. Solar
433 power designs are suitable for the most modern L band satellite terminals terminal to operate in remote

434 locations.

435 Remote terminal management arwhtrol is essential for this remote application. The terminal must

436 continually ensure the terminal is-oet. If the terminal seems to be unable to transmit (or receive), the

437 terminal automatically must reboots and reconnects itself to the network (lasomaitchdog). This removes

438 the requirement to send someone to reboot the terminal. Remote management is conducted via out of band
439 signalling Terminal status, manual reboot and remote firmware updates are also essential of the operation of
440 the remote terinal.

441 5.4.7 Alternative Flow

442 None
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5.4.8 Post-conditions

None

5.4.9 High Level lllustration
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Figure 5-8 High Level lllustration of Environmental Monitoring for Hydro -Power Generation using
Satellite M2M

5.4.10 Potential Requirements

1. The M2M System shall provide mechanisms for ensuring round trip communications of specified
times from sensors to actuators.

2. The M2M System shall support power constrained devices.

3. The M2M System shall support an M2Applicatioris choice of communicains transport
characteristics e.g. Reliable or unreliable.

4. The M2M System shall support commonly used communications mechanisms for local area devices,
e.g. RS232/RS422.

5. The M2M System must provide communication availability to excee8%91,83 daygyear).

5.5 Oil and Gas Pipeline Cellular/Satellite Gateway

5.5.1 Description

This use case addresses a cellular gateway to transport oil and gas pipeline data to a backend server, to
remotely monitor, manage and control devices equipped in the pipeline (e.s, wmaliees, etc.).

Oil and gas companies can have meters are remote destinations that makes manual monitoring of the state of
these meters as an expensive task to be pursued on a regular basis. Automated monitoring of oil and gas
pipeline data can streamé the remote monitoring and management of these remote pipeline meters.

When a fault is monitored on specific link of the pipeline network, it is necessary to open or shut the pipeline
valve to block the link or to provide detour route. Also, when theeenecessity to change the quantity of oil

and gas in pipeline, the valves should be damped through remote control.

5.5.2 Source

oneM2M-REQ-20130294R01 Oil and Gas Pipeline Cellular/Satellite Gateway
oneM2M-REQ-20130399 Additional Use Case for Oil and Gas
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5.5.3 Actors

Oil and gas pipeline meters, valve controllers, cellular networks, backend servers, remote monitoring,
management and control software

5.5.4 Pre-conditions
Cellular network connectivity, Satellite connectivity
5.5.5 Triggers

New pipeline sensor data reqog transport to a backend server

Network dynamic access constraint or network utilization constraints or prior network access policy
constraints or device energy minimization considerations can cause delay tolerant sensor data to be buffered
(and aggregad if needed) at the gateway and transmitted at a later time

Processing of recent measurements can result in remote requests for additional or more frequent
measurements

A firmware upgrade becomes available that needs to get pushed to the gateways

5.5.6 Normal Flow

Sensor data related to oil/gas quantity and quality, pressure, load, temperature, and consumption data is
forwarded to backend server that is processed by a remote monitoring service associated with the oil and gas
pipeline. Pipeline sensors angeline cellular gateways can communicate with each other wirelessly (if

sensors and gateways are different nodes in the system). Pipeline cellular or satellite gateways can serve as
aggregation points. Sensor data may be locally forwarded until it readatsway or directly transmitted to

the gateway depending on proximity of the sensor(s) to each gateway on the pipeline.

|
Oil and Gas Provider Remote

Monitoring and Management
Server

L

Pipeline Meter

Gateway
= —
Pipeline Pipeline
Meter Meter
Sensors ‘ Sensors
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Figure 5-9 Flow - Oil and Gas Pipeline Gateway

5.5.7 Alternative Flow

Alternative Flow 1

Pipeline meter data can be stored, aggregated, and forwarded at an appropriate time based on network
availability constraints or policy constraints or energy minimization constraints for the pipeline meter gateway.
Transmission policies can be designediento minimize network overhead.

Oil and Gas Provider Remote
Monitoring and Management

Server
o
/ 2 =
= a o
S o QA ©
g £ 2 ©
2 O

— G

Pipeline Meter

Gateway
Pipeline " Pipeline
Meter \ Meter
] Sensors } 1 Sensors ;

Figure 5-10 Alternative Flow 1 - Oil and Gas Pipeline gateway

Alternative Flow 2

Pipeline meter data can be processed by the remote monitoring and management setyiaaothalies are
detected, additional measurements could be triggered, or more frequent measurements could be triggered, or
measurements by additional sensors can be triggered by the remote service manager. Firmware upgrades can
also be provided by the ree management service. Remote measurement requests are typically triggered or
polled only as absolutely needed so as to avoid the overhead of unnecessary polling and network congestion
using such schemes with Normal Flow or Alternative Flow 1 preferireforting sensor data.
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Figure 5-11 Alternative Flow 2 - Oil and Gas Pipeline gateway

Alternative Flow 3

Valve control data should be delivered in riade. For this purpose, Pipeline Meter Gateway aanded to
transport valve control data as well. The Gateway should be connected to and control the targeted valve
controllers.
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Monitorina. Mananement and control

Pipeline

Pipeline Meter
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Figure 5-12 Alternativ e Flow 3- Oil and Gas Pipeline gateway

Pipeline
valve

<——— Pipeline

5.5.8 Post-conditions

Sensor data is stored in a database associated with the backend server. Remote monitoring service verifies the
status of the different pipeline meters.

1. Alternative Flow 1
Data is buffered and transiteid when the network or policy constraints or energy optimization constraints
allow transmission of delatplerant pipeline sensor data

2. Alternative Flow 2
More frequent or additional measurement request events can get triggered from the network based on
processing of recent measurement data.

3. Alternative Flow 3
When a valve controller received errored information from the gateway, the valve controller should send a
request of retransmission to the gateway.
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538 5.5.9 High Level lllustration
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540 Figure 5-13 High Level lllustration - Oil and Gas Pipeline Gateway
541
542 5.5.10 Potential Requirements
543 Rationale
544 This use case sets out from the presence of a gateway between one or more oil and gas pipeline sensor(s) and a
545 backend server. Orgateway node may serve multiple pipeline sensors and data may be forwarddwbmulti
546 until it reaches a gateway. Data mules can collect data and dump the information at a gateway for
547 transportation. The ability to locally forward data wirelessly betweelesito a local aggregation point
548 serving as a gateway may be desirable depending on the location of sensor nodes and gateway nodes. Even
549 though the use case is assuming a cellular/satellite gateway, this restriction is not needed in general.
550 Resulting requirements:
551 1. The M2M system shall be capable of supporting gateway nodes that are capable of transporting sensor
552 measurements to back end servers.
553 2. The M2M system shall be capable of supporting static or mobile peer forwarding nodes that are capable of
554 transporting sensor measurements to a gateway node.
555
556 Rationale
557 Pipeline sensors can measure data at predetermined times. Pipeline sensors can also take measurements at
558 random times or based on a request from a backend server to study the health efitiee Pierefore, new
559 measurement data may become available at any time. When measurement data is available, the data can be
560 processed locally to understand the criticality of the information. Based on the criticality/urgency of the
561 information, the dataam be transported over the network immediately or in a delagant manner. If an
562 anomaly is detected with regard to the measured data, more frequent measurements may be taken locally or
563 requested from the backend server, to continually assess thalityit€ the situation. In case there is no new
564 or relevant information, the system may choose not to transport unnecessary data to reduce network or reduce
565 device energy usage.
566 Resulting requirements:
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567 3. Whenever a pipeline sensor has measurement dataldeait shall be possible for the sensor to send a

568 request to the local pipeline gateway to transport new measurement data to the backend server.

569 4. Whenever measurement data is available, it shall be possible for the pipeline sensor or a localgrocessi
570 node/gateway to process the information and assess the urgency or criticality of the information, and tag
571 the data appropriately to be critical/urgent or detdgrant.

572 5. Whenever measurement data is available that is determined to be critica)/igjeadt be possible for the

573 local gateway to send the information to a backend server as soon as possible (such as within in a few
574 100s of ms). Delayolerant data shall be transported within the delay tolerance specified.

575 6. Whenever measurement dagavailable that is determined to be not important, the system may choose to
576 not transport the data to reduce network usage or to reduce device energy usage.

577 7. More frequent measurements may be taken such as when one or more anomalies are detected in the
578 system, which can result it more data and more frequent urgent transmissions in the system, depending on
579 the criticality of the data.

580

581 Rationale

582 Local analytics service functions can be executed to process sensor information. A service function could
583 consst of evaluation rules based on sensor data, and decisions based on rules associated with the data. An
584 evaluation engine can process the rules to then decide whether/when to transmit data. Analytics processing can
585 also be done in a distributed manner, vaitlditional processing on the backend server, or configurability of

586 the evaluation rules at the local gateway by the backend server.

587 Resulting requirements:

588 8. A local analytics service function can be executed on the local processing gateway basagatioreval

589 rules associated with the measurement data, and decisions can be taken based on the processing.

590 9. A distributed analytics service function can be executed in collaboration with a backend server, where
591 additional processing of data can be perforiaetthe backend server, or where the rules associated with

592 local processing can be configurable by a backend server.

593

594 Rationale

595 Incoming requests from the pipeline sensor to the pipeline gateway may not result in immediate forwarding of
596 the data to the b&end server if any of the following is applicable: Dynamically changing cellular network

597 availability (coverage); cellular network utilization constraints (policies); device energy consumption or

598 memory constraints. In one of the flows also the qualithefdata to be transported (alert=high priority) was
599 relevant for determining when the connection needs to be triggered. Categorization of traffic such as

600 abnormal/urgent data such as a pipeline failure, versus normal traffic can be done at the gateyvayand

601 processing such traffic differently based on application/network/device constraints can be done at the local
602 processing gateway. The system should allow a provisioning policy for handling categorized traffic at the local
603 processing gateway. In my cases, in oil and gas pipeline systems, it is desirable to avoid unnecessary polling
604 of the sensors and minimized network usage. Therefore it is desirable to enable to the system to determine
605 policies for transmitting data such as a scheduled tranemigsisus an aggressive polling request based on
606 the urgency of information, or aggregating information based on delay tolerance, to best utilize network

607 resources.

608 Resulting requirements:

609 10. The local pipeline gateway needs to be capable to buffer ingoreguests from the pipeline sensor for

610 transporting data to the backend server and support forwarding them at a laténtimeh could

611 potentially be a very long time in the order of hours, days or even-independing on cellular network

612 availability, cellular network utilization policies, device constraints

613 11. The local pipeline gateway needs to be capable to accept parameters with incoming requests from the
614 pipeline sensor which define a delay tolerance for initiating the delivery of the sesssurements or

615 parameters for categorizing sensor measurements into different levels of priority/QoS.

616 12. The local pipeline gateway needs to be cable of receiving policies which express cellular network

617 utilization constraints and which shall govern tleeision making in the gateway when initiating

618 connectivity over cellular networks.

619 13. The local pipeline gateway needs to be capable to trigger connections to the cellular network in line with
620 the parameters given by the request to transport data énd with configured policies regarding

621 utilization of the cellular network.

622 14. The local pipeline gateway shall have the ability to categorize the data based on the abnormality/urgency
623 or delay tolerance of the data.

624 15. The local pipeline gateway can pevisioned with policies to handle categorized traffic.

625

626 Rationale

627 The use case also describes a flow in which the backend server could initiate an action on the local pipeline
628 gateway. The action could include a request for a measurement, or a fimpgexde push to the gateway, or
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a change in the policies associated with data transportation. In particular, the ability to provide remote

firmware upgrades or remote provisioning of policies is particularly desirable for these pipeline gateways at

remotelocations.

Resulting requirements:

16. The M2M system shall support transport of data from the backend server to the local pipeline gateway.

17. The M2M system shall support of triggering a cellular connection to the local pipeline gateway in case the
gatevay supports such functionality

6 Enterprise Use Cases

6.1 Smart Building

6.1.1 Description

Smart building is a M2M service that utilizes a collection of sensors, controllers, allerter, gateways deployed at
the correct places in the building combined with appbcatand server resides on the Internet to enable the
automatic management of the building with just limited human labour. Smart building system can greatly
reduce the cost involved in managing the building like energy consumption, labour cost. Withrthe sm

building system, services like video monitor, light controkcaindition control and power supply can all be
managed at the controénter Some services can be triggered automatically to save the precious time in case

of fire, intruder, gas leak etc

6.1.2 Source
oneM2M-REQ-20130122R04 Use Case Smart Building

6.1.3 Actors

M2M Service Provider: A company that provides M2M service including entities like gateway, platform and
enables the communication between them. The M2M Service Provider also exposes tielddéoelopment

of all kinds of applications. The gateway provided by the Service Provider can be used to connect to different
devices such as sensors, controllers.

Control Centre: The manageenterof the building, all data collected by the sensor i®rl to the Control

Centre and all commands are sent from the Control Centre. The Control Centre is in charge of the controlling
of the equipment deployed around the building.

Smart Building Service Provider. A company that provides smart building sersicg& Smart Building

Service Provider is a professional in the area. It is in charge of install the device all around the building, set up
the Control Centre and provide the application that is used to manage the Control Centre and necessary
training to wokers in the Control Centre on how to manage the system. The Smart Building Service Provider
has a business contract with the M2M Service Provider in utilizing the communication, gateway, M2M
platform and APIs provided by the M2M Service Provider.

6.1.4 Pre-conditions

The Smart Building Service Provider establishes a business relationship with the M2M Service Provider in
using the gateway, M2M platform and APIs.

The Smart Building Service Provider installs all the sensors, controllers, allerter in and arourildliting: dnd

sets up the Control Centre in the building with the application to run the system.

The Control Centre belongs to an estate management company and takes charge of several buildings all over
the city. The building in the use case is one of them.

6.1.5 Triggers

None
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674 6.1.6 Normal Flow

675 The light control of the building

676 The Control Centre needs to control the light in the building by different areas and different floors. The

677 Control Centre also needs to switch on and off all the light in the building. For tfeeyemaent of the lights,

678 the Smart Building Service Provider deployed one gateway in each floor to get connection with the lights in
679 the same floor. Each floor of the building has at least 100 lights and the building has 50 floors above the

680 ground and 5 flors under the ground and each light can be switched separately. The lights in every floor is
681 connected with the gateway using lo¢élFinetwork, the gateway is connected with the M2M platform using
682 paid 3GPP network, the Control Centre is connedt e M2M platform using fixed network. A patrolling

683 worker with a mobile device can access toghteways local network to switch the lights. The illustration can

684 be seen in figure 6.1

685 In order to switch the light from the whole floor, instead of segpdéquest from the Control Centre 100 times,

686 the Control Centre creates a group on the gateway of each floor to include all the light on that floor. As a

687 result, the Control Centre could switch the light of a whole floor just by sending one requegrtuhe

688 created on the gateway, the gateway fans out the request to each light to switch them off.

689 In order to switch the light of the building, instead of sending request from the Control £86@500

690 times, the Control Centre could create a groupherM2M platform to include all the groups created on each

691 gateway on each floor. In this way, the Control Centre simply send one request to the group on the M2M

692 platform, the group fans out the request to the group on every gateway, the group on thefgateouwt the

693 request to each lights to switch it.

694 The maintenance of the member of the group is the duty of a worker with a mobile device. Whenever a new
695 light is installed, the worker adds the light to the group of the corresponding floor. Whenevlegrallght is

696 removed, the worker with the mobile device first searches the light from the group and removes the light from
697 the group.

698 The Control Centre creates the group in the purpose of controlling the lights, so the group is configured to
699 accept lights only in case the group may cause unexpected result on other devices introduced to the group by
700 mistake. For example, if the type of the group is configurdiigig”,0 thenfiwash machin@cannot be a

701 member of the group. Because the commands to washine is much more complicated. If a wash machine

702 is added to the group of lights by mistake, it may cause unexpected behavior to the wash machine.

703 The add and remove of the members of the group of each floor is not necessary to be known to the Control
704 Centre, but the Control Centre do know how to switch off the lights from the whole floor. In this way the

705 Control Centre is exempt from the trivial task of maintaining each single light. Howevemre#rime the

706 administrator of the Control Centre caways make a list of all the lights and view their status from the

707 Control Centre by retrieving from the group.

708 Intruder

709 With the deployment of smart building system, the number of patrollers is greatly reduced. For the security
710 reason, a number of motioetector and cameras are installed all over the building.

711 The motion detector and the cameras are configured to work together. During the period when certain floor of
712 the building is in safe mode, whenever the motion detector detects a moving objechele aaptures a

713 picture of the moving object immediately. The picture is sent to the Control Centre for the inspector to verify if
714 it is an intruder or an automated image recognition system. As a result of fast reaction, the motion detector
715 must trigger tk photo shot as soon as possible.

716 If the inspector sitting in the Control Centre finds that the object captured in the photo is a dog or a cat, he
717 could just ignore the picture. If the figure caught in the picture is a stranger with some professiotal tools

718 break into a room. The inspector could send out a security team as soon as possible to the location based on the
719 location reported from the motion detector.

720 Fire alarm

721 In case of an emergency, the residents of the building need to be evacuated ielynédithe devices

722 related to a fire alarm need to be triggered almost at the same time. Whenever the fire sensor detects a fire in
723 the building, a chain group of devices associated with the fire detection shall be turned on simultaneously such
724 as the sin, the evacuation guide light, start the water pouring system, stop the elevator, cut off the electricity
725 at certain areas, send message to the hospital, call the fireman, in a way not interrupting each other. Due to the
726 possible latency and unavailabjlion the network to the Control Centre, the trigger of the devices on one floor
727 is configured in the gateway.

728 If only one fire sensor in one room of the building detects a fire with a range less than one square meter, siren
729 and water pouring system in treom would be switched on to alarm the resident to put out the fire. If lots of
730 fire sensors all detect fire together with smoke sensors, temperature sensors reporting unusual situations, the
731 whole fire alarm system will be triggered and all the residerttse building will be evacuated. If in the

732 meantimeof a fire alarm, the sensors detect that the temperature is below the threshold which means the fire is
733 under control, the alarm can be cancelled automatically to all sirens and actuators to guaniitthe
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734 With the configuration on the gateway, the trigger of the devices can be very fast so that the damage caused by
735 the fire can be limited to its minimum

736 6.1.7 Alternative Flow
737 None
738 6.1.8 Post-conditions

739 None

740 6.1.9 High Level lllustration

741
Buildiag
_\é_@ M Platform
Internet
i ( |
ght * 104 q nirel Centre
742
743 Figure 6-1 Smart Building Scenario
744

745 6.1.10 Potential Requirements

746 1. The M2M system shall support the action chain harmonize a series of actions among a group of between
747 devices, in a way not interrupting each other.

748 2. The M2M system shall harme a series of actions based on certain conditions that support the action
749 chain between devices shall subject to certain conditions.

750 3. The M2M system shall support the devices to report their locations.

751 4. The M2M system shall support a mechanism to grocmllaction of devices together.

752 5. The M2M system shall support that same operations can be dispatched to each device via group.

753 6. The M2M system shall support theembersmanagement in a group i.e. add, remove, retrieve and

754 update.

755 7. The M2M system shall suppdhat the group can check if its member devices are of one type.
756 8. The M2M system shall support the group to include another group as a member.
757

758 6.2 Use cases for Machine socialization
759
760 6.2.1 Description

761 A robot is designed to clean rooms in hotel. The task ofothet iis to keep all rooms clean. If the hotel has
762 only one robot, it has to clean rooms one by one. If the hotel has two robots, ltleeynpiete the task more
763 efficiently if they cooperate with each other. If robot A has cleaned a room, it may infwthér robot that
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this room has been cleaned, so robot B can move to another room for clean job. This implies that if multiple
robots share a same task, cooperation will improve the efficiency. As in the hotel scenario, the robots owner
may not tell theobots explicitly that there exists another robot with the same task. So, firstly, the robot must
have the capability to discover othrebots and find out if they share the same task as itself. Secondly, a robot
must realize what kind information walffectother robots behaviour, and it must transmit messages in order

to share these information to otheraerators. For example, after a machine scan a roevill, find out the

clean status of that room (clean or dirty), when a robot is clearmiogm or after it is cleaned, it will change

the status of that room, the information wiffectotherrobots behaviour, because for any other robots it is
unrecessary to go to a room that is being cleaned or has been cleaned by anotherirdlyota Tdbot must

have the knowledge about the message interface of other robots. Only with this knowledge, it can send inform
or command to another robots.

A cloudrobot service platform may play an important role in this hotel scenario. Becausatfinerpmay

help robots to discover each other, and the platform may initialize a powerful commander to optimize the job
with multiple robots.

6.2.2 Source
REQ-20150658R01

6.2.3 Actors

1 The clean robot is designed to keep all rooms clean. They may coopehagaetitother directly or with the
help of cloud robot service platform.
1 Cloud robot service platform can discover the underline cooperation between machines.

6.2.4 Pre-conditions

9 Multi-robots share the same tasks or correlated tasks.

6.2.5 Triggers

1. A robot discoer another robot with the same or correlated tasks.

6.2.6 Normal Flow

1A robot A is deployed in a hotel.

9 Another robot B is deployed in a hotel.

T Robot A&B discover each other (the discovery is performed by themselves or aided by the cloud robot
service platfam).

1 Robot A share information to robot B and Robot B share information to Robot A.

1 The cloud robot service platform help to optimize the task process and help the robots to cooperate with each
other.

6.2.7 Alternative Flow

None

6.2.8 Post-conditions

None
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6.2.9 High Level lllustration
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Figure 6-2 Machine Socialization

6.2.10 Potential Requirements

1. A M2M infrastructure shall be able to support the machine socializhtnctionalities, such as existe
discovery, correlated task discovery, message interface discovery and process optimization for multiple
machines with same tasks.

7 Healthcare Use Cases

7.1 M2M Healthcare Gateway

7.1.1 Description

This use case addresses a healthcare gateway to transpbddreadensor data from a patient to a backend

server and to also support bidirectional communications between a backend server via a gateway. The use case
results in a set of potential requirements out of which some are specific to the fact thatamihdativity is

assumed between gateway and backend. Other than that, this use case is not restricted to cellular connectivity.
This use case also addresses the situations where some of M2M System components are not available due to,
for example, disaster

7.1.2 Source

oneM2M-REQ-20120057R02 Use Case M2M Cellular Healthcare Gateway
oneM2M-REQ-20120208R01 Correction to M2M Healthcare Gateway Use Case
oneM2M-REQ-20130283R01 Addendum to M2M Healthcare Gateway Use Case
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oneM2M-REQ-20130185R03 Use case of pe@nemunication
oneM2M-REQ-20130356R01 Correction to M2M Healthcare Gateway Use Case

NOTE: Several scenarios also supported by guide(ing4] defined in Continua Health Alliance should be
covered by this use case.

7.1.3 Actors

i Patients using healthcare sers

fHealth-care gateways (also known as AHDs (Application Hosting Devices) in Continua Health Alliance
terminology). Examples of healthcare gateways can include wall plugged devices with wired or wireless
connectivity, or mobile devices such as smartgison

1 Operating healthcare service enterprise backend servers (equivalent to a WAN Device (Wide Area Network
Device) in Continua Health Alliance terminolggdy

T Health care providers, operating healthcare enterprise backend servers

i Care givers and authorizeders that could eventually access health sensor data

TWide Area Network operator

7.1.4 Pre-conditions

1 Operational healthcare sensor(s) that requires occasionally or periodically transport of sensor data to a
backend server.

T A local healthcare gateway is aladile that can be used to transport data from the healthcare sensor to a
backend server. It is open as regards who owns and/or operates this local gateway. Different scenarios
shall be possible supported (patient, healthcare providergoae M2M servce provider, wide area
network operator).

T Network connectivity is available for transporting healthcare sensor data from the local gateway to the
backend server.

1A backend server that is hosting applications to collect measurement data and makeblit avaidae
givers, healthcarproviders or the patient.

7.1.5 Triggers

The following triggers could initiate exchange of information according to the flows described-hetiner
1 Patientinitiated measurement request (Trigger A). In this case, the patiedesi¢a take a
measurement and triggers the processing in the system.
1 Static configured policy at a healthcare gateway that requests patient to initiate measurement (Trigger
B). This can be an explicit message from the gateway device to a patient deiticeuld justan
indicator on the gateway itself such as a-pppmessage or an indicator light requesting
measurement.
9 Static configured policy at a healthcare gateway that directly requests sensor data without patient
intervention (Trigger C). This cdme used in conjunction or in lieu of Triggers A or B. Some sensor
data may be measurable or accessible without patient intervention so that the gateway merely needs to
communicate with one or more sensors to obtain the data.
1 Patient monitoring app on héatare service backend server that triggers generation of sensor data
(Trigger D).
Dynamic patient monitoring request from the healthcare service provider (Trigger E).
Availability of new patient healthcare data at a healthcare gateway that requirpsrtrema backend
server.
1 Availability of new patient healthcare data at a backend server that requires sharing with authenticated
users such as a nurse/doctor (healthcare provider) patikats relative (such as a child cagéver).

= =

1 Health care servicgrovider needing to contact patient to take measurements.

1 Analysis of healthcare patient sensor info or trends that triggers the need to take action on behalf of
patient (for example determination of a deteriorating health condition).

1 QoSaware data buffing policy on the healthcare gateway.

1 Networkaware and/or devieaware delaytolerant data management policy on the healthcare

gateway. Network dynamic access constraints or network utilization constraints or prior network
access policy constraints onilee energy minimization considerations can cause delay tolerant
sensor data to be buffered (and aggregated if needed) at the gateway and transmitted at a later time.
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884 1 Failure in the components of the M2M System for the healthcare service. (e.g. furfeflarain

885 Wide Area Network, functional failure in Healthcare Service Backend Server).

886

887 The following clauses describe different flows that are possible in the m2m healthcare gateway system. For
888 each flow, the events corresponding to the flow are-hjgtied in the corresponding figure. Other events may

889 be shown in a figure that are preserved to reflect the different types of processing that can occur in the system,
890 with new events added in each subsequent figure to increase the complexity of theystaighlevel

891 illustration7.1.9rovides a comprehensive summary description of the overall system.

892 7.1.6 Normal Flow

893 A measurement of the healthcare sensor is initiated as sh@lauge’/.-1. Patient can initiate the genation

894 of sensor data such as taking a glucose meter measurement (Trigger A). The measurement may also be
895 initiated based on some pdefined schedule.

896 1. Atthe healthcare gateway (Trigger B or C).

897 2. The healthcare sensor data is forwarded to a backeret §gra healthcargateway. If the data has a QoS
898 indicator such as dynamic latency/bandwidth and/or delay tolerance, the gateway can determine whether
899 to send the data immediately, or whether to buffer and send the data at a later time. Bufferecbéata can
900 aggregated with past data or future data for a future aggregated transmission over the network. In

901 wireless/cellular networks, aggregated transmissions can reduce the utilization of the network by

902 requesting access to the network less frequently.

903 3. Measued data (or processed/interpreted versions of the data) that arrives at the healthcare service

904 enterprise backend server may need to be forwarded to authorized subsicsbebsas family cargiver

905 or a nurse/doctoii via notifications. Subscriptionsn be set up in advance, and configured at the

906 backend server, so that when the data arrives, the subscribers can be notified. Filters can be associated
907 with the subscriptions, so that only selective data or alert information can be sent to subscribers.

908
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910 Figure 7-1 Healthcare Measurement Data Processing Flow
911
912
913 7.1.7 Alternative Flow
914 Alternative Flow 1 -Network/Deviceaware transmissions
915 The flow in figure 72 depicts network/devieaware constraint processing fretsystem. This flow is the same
916 as the regular flow with the following exceptions: The healthcare sensor data may need be stored on the
917 gateway and forwarded at a future time based on one or more of the following factors:
918 1 delay tolerances associated witle data.
919 1 network policy constraints (efficiency, avoidance of peak loads, protection of spectrum).
920 1 device constraints (energy consumption, data tariff).
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921 1 temporary lack of coverage of network connectivity.

922 Multiple measurements can be aggregated and titiedrtogether at a future time.
923 Measurements can be taken with or without patient intervention and sent to the healthcare gateway. As
924 measured data arrives at the healthcare gateway, its QoS indicators such as dynamic latency/bandwidth and
925 delay tolerancean be processed. Delay tolerant data can be buffered and aggregated with past and future
926 delaytolerant data, with network/devi@avare constraints can applied to determine an appropriate time to
927 transmit the data.
928
: Healthcare
Family Care Provider
Giver

—NOTIF—»
- SUBSCRIBE]

Healthcare Service
Backend Server

FORWARDS
DATA
(¢}
%
A

HealthCare Gateway
(QoSaware buffered transmissions
(network/deviceaware transmissions|

T
2T
11
£ 3
<
g || 2 )
g % %
8
\ v %%&
Healthcare \4
W
Sensofs) iy
Y Healthcare
Sy .
Patient
929
930 Figure 7-2 Network/Device-aware Flow
931
932 Alternative Flow 2 - Remote Monitoring
933 Figure 73 depicts the evelfiow for remote monitoring from the healthcare service enterprise backend server.
934 The backend server may expect the patient to submibisdata periodically or with a pi@efined schedule.
935 In the absence of a typically expected sensor data event, the backend server can trigger an event to request the
936 patient to take a measurement.
937 In this case, the trigger (Trigger D) arrives over a vadsnetwork from the patient monitoring app on the
938 healthcare service backend server delivered to the healthcare gateway. The patient monitoring app could
939 generate this request based on a statically configured policy to request measurements or duwdyt@sime
940 needs based on processing of previous patient data.

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC) Page 47 of 147
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made alaityy oneM2M Partners Type 1



941
942
943
944
945
946
947
948
949
950
951
952
953
954
955

956

957

Optionally, the healthcare service provider may generate a measurement request (Trigger E) that can be
received by the patient monitoring app on the backend server, which can subsequently thragtaver

the wide area network for the patient monitoring request to the healthcare gateway.

The healthcare gateway forwards the received request to the patient. In many cases, it is possible that a device
associated with the patient, such as thetheate cellular gateway, or a smartphone connected to the gateway,
does not always have an active network connection, and that such a device may be asleep. In such a case, the
measurement request can arrive with a wakeup trigger (such as using an So/&ligdéshoulder tapin

Continua Health Alliance terminology) to the healthcare gateway, which can then establish connectivity with
the backend server to determine the purpose for the trigger, and then subsequently process the patient
measurement reques

The patient subsequently takes the sensor measurement upon receiving the request. Alternatively, some sensor
measurements could be taken without patient intervention. Measured sensor data is then received at the
healthcare gateway, and subsequentlystratied based on processing the QoS/Network/Deaweare

constraints for transmission.
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Figure 7-3 Remote Monitoring Flow
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Alternative Flow 3 - Local Gateway Data Analysis

Figure 7-4 illustrates a Local Gaway Data Analysis flow of events. The local gateway node can continuously
process the data that it forwards. It can have smart algorithms to detect health anomalies associated with the
patient. In case no anomalies are detected, the health sensor ylatayrtze forwarded occasionally (see also
alternative flow 1). In case an anomaly is detected, the local gateway needs to send an alert to the health care
provider or the cargiver or to the patient if desired.
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Figure 7-4 Local Gateway Data Analysis Flow

Alternative Flow 4 -i Partial Failure Case
Figure 7-5 illustrates a partial system failure, i.e. the failure of Healthcare Service Backend Server and/or the
failure of the connection between Healthdaateway and Wide Area Network. In this situation, nevertheless,
components of the healthcare system that are not in failure should continue their normal operations. Examples
of the"normaloperatiofi are as follows:
1. Reports from Healthcare sensor are nemebiby and stored in Healthcare Gateway
2. Notification from Healthcare Gateway (e.g. Measurement triggers) is forwarded to Patient
3. If the messages transmitted between Healthcare Sensors and Healthcare Gateway were encrypted
before the failure for the prieg of patients, that encryption should be maintained after the failure.
(c.f. For maintaining the security mechanism in an isolated domain, a locally operable key
management mechanism can be introduced
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Figure 7-5 Example of failures in components of the M2M System for healthcare service

7.1.8 Post-conditions

1. Normal flow
Sensor data is stored in a database associated with the backend server. Healthcare providgiverd care
obsene data to ascertain statuspattients health.

2. Alternative Flow 1
Data is buffered and transmitted when the network constraints or policy constraints or device energy
minimization constraints allow the transmission of detagrant data.

3. Alternative Flow 2
Patient takes measurement and sends data to backend server.

4. Alternative Flow 3
Local data analysis with indication of abnormal condition results in an alert message sent to the health care
provider and optionally to the patient.

5. Alternative Flow 4
Compaents of the healthcare system that are not in failure continue their normal operations.

7.1.9 High Level lllustration

Figure 7-6 summarizes the overall description of this-case. All the flows and connectivity should be self
explanatory based on the dissiams in the previous clauses.
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Figure 7-6 Healthcare Gateway High Level lllustration

7.1.10 Potential Requirements

Rationale
This use case sets out from the presence of a gateway between one or more healtlocésasal a backend
server. Even though the use case is assuming a cellular gateway, this restriction is not needed in general.
Resulting requirement:
1. The M2M system shall be capable of supporting gateway nodes that are capable of transporting sensor
meaurements to back end servers.

Rationale

Sensors can measure patient data with or without patient initiation. Therefore, new measurement data may
become available at any time.

Resulting requirement:
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2. Whenever a healthcare sensor has measurement dasbkyailshall be possible for the sensor to
send a request to the local healthcare gateway to transport new measurement data to the backend
server.

Rationale

Incoming requests from the healthcare sensor to the healthcare gateway may not result inemmedia
forwarding of the data to the backend server if any of the following is applicable: Dynamically changing
cellular network availability (coverage); cellular network utilization constraints (policies); device energy
consumption or memory constraints orbility, and data delay tolerance/QoS information. In some cases, the
delay tolerance may be very low (implying requiring immediate transport) whereas in other cases, the delay
tolerance can be significant. In some other variants wheréimeatelivery omearreattime delivery is of

interest, then redime latency and bandwidth QoS requirements become significant. More than one healthcare
sensor may provide data at the same time, so that the healthcare gateway will need to process one or more
concurrentlata streams. Event categories associated with the data to be transported (such as alert=high
priority) can also be relevant for determining when the connection needs to be triggered.

Resulting requirements:

3. The local healthcare gateway needs to be dapgalbuffer incoming requests from the healthcare
sensor for transporting data to the backend server and support forwarding them at a later time
which could potentially be a very long time in the order of hours, days or eveninuzeending on
cellular network availability, cellular network utilization policies, device constraints

4. The local healthcare gateway needs to be capable of accepting parameters with incoming requests
from the healthcare sensor source which define a QoS policy for initinérdgtivery of the sensor
measurements or parameters for categorizing sensor measurements into different levels of
priority/QoS.

5. The local healthcare gateway needs to be able to concurrently process multiple streams of data from
different sources with awaness for the stream processing requirements for each of the streams. The
local healthcare gateway needs to address the QoS policy of one or more concurrent streams while
taking into account network constraints such as available link performance ancknegatoihe
local healthcare gateway needs to adapt to dynamic variations in the available link performance or
network communication cost or network availability to deliver one or more data streams concurrently

6. The local healthcare gateway needs to balaiapof receiving policies which express cellular network
utilization constraints and which shall govern the decision making in the gateway when initiating
connectivity over cellular networks.

7. The local healthcare gateway needs to be capable to triggezatimmms to the cellular network in line
with the parameters given by the request to transport data and in line with configured policies
regarding utilization of the cellular network

Rationale

A subscription and notification mechanism was describekisruse case. Only authenticated and authorized
users (e.g. cargiver, relatives, and doctors) shall be able to subscribe to healthcare sensor measurement data
and get notifications and access to the measured data. These authenticated and authdnizide rstake

typically using applications that use the M2M system to access the measured data.

Resulting requirement:

8. The M2M system shall be capable of supporting a mechanism to allow applications (residing on the
local gateway, on the backend servermtlte sensor itself) to subscribe to data of interest and get
notifications on changes or availability of that data.

9. The M2M system needs to be able to allow access to data that is being transported or buffered only to
authenticated and authorized applicas

Rationale
The use case also describes a flow in which the backend server could initiate an action on the local healthcare
gateway.
Resulting requirements:
10. The M2M system shall support transport of data from the backend server to the cellulaahealth
gateway.
11. The M2M system shall support of triggering a cellular connection to the local healthcare gateway in
case the gateway supports such functionality.
Rationale
Different subscribers may be interested in different information so that each selbsw@ipwant to get
notified only for events of interest to that subscriber
Resulting requirements:
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12. Subscribesspecific filters can be set up at the healthcare service enterprise backend server so that each
subscriber can be notified only when informatiaefets relevant to the subscriber are available/occur.

Rationale

The M2M healthcare gateway device can be without an active network connection because it is in a sleep
mode of operation to save energy and/or because it is trying to save radio/netwadesgopatient

monitoring app may be desirous of communicating with the gateway device when the gateway device is in this
sleep mode of operation.

Resulting requirements:

13. The M2M system shall be able to support a wakeup trigger (aka "sheoadiemechaism (such as
using SMS or alternate mechanisms) to wake up the gateway. The gateway can subsequently establish
a network connection and query the enterprise backend server for additional information, and the
enterprise backend server may then respondadiéiguate information to enable further processing of
its request.

14. When some of the components of M2M System are not available (e.g. WAN connection lost), the
M2M System shall be able to support the normal operation of components of the M2M System that
areavailable.

15. When some of the components of M2M System are not available (e.g. WAN connection lost), the
M2M System shall be able to support the confidentiality and the integrity of data between authorized
components of the M2M System that are available.

7.2 Use Case on Wellness Services

7.2.1 Description

This use case introduces several services based on wellness data collected by wellness sensor devices via
mobile device such as smartphones and tablets which is regarded as M2M gateway.

Some wellness sensor deviege equipped with M2M area network module and measure individual wellness
data. The mobile device connects to the wellness sensor devices by using the M2M area network technology,
collecting and sending the wellness data to application server.

It is important to consider that mobile device as M2M gateway has mobility. For instance, there are
possibilities for a mobile device to simultaneously connect to many wearable wellness sensor devices, and to
connect newly to wellness sensor devices which have nemaected previously at the location of outside.

This use case illustrates potential requirements from the use case of wellness services utilizing mobile device.

7.2.2 Source
oneM2M-REQ-20130167R03 Use Case on Wellness Services
7.2.3 Actors

TM2M Device: wellness seor device is blood pressure sensor, heart rate sensor and weight scale, for
example. It can measure wellness data of users, may beventtdr, and equipped with several kind of
communication protocol.

TM2M Area Network: network which connects between M@&¥ice and M2M gateway.

1M2M Gateway: mobile device (e.g. a smart phone) which can receive wellness data from wellness sensor
devices and communicate with application servers.

9 Mobile Network: network which has functions to communicate wellness data aindl cnessage between
M2M gateway and M2M service platform.

TM2M Service Platform: platform where management server is located and which is used by the Application
Server to communicate with the M2M Gateway.

' Management Server: server which manages the ggteuch as mobile device, and controls its configuration
such as installing/uninstalling applications.

9 Application Server: server which serves the wellness services such as indicating the graph of wellness data
trend.

Note: Definition of some words is iristussion. Therefore, the description of these actors may change.
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1129 7.2.4 Pre-conditions

1130 T Wellness sensor devices are able to establish a connection to the mobile device in order to send wellness data
1131 to M2M Service Platform or Application Server.
1132 Tt is first timeto associate the mobile device with the wellness sensor devices.

1133 7.2.5 Triggers

1134 New wellness sensor devices such as weight scale are detected by mobile device. User tries to associate the
1135 detected devices. Examples are below:

1136 1 User buys several kind of wearablellmess sensor devices such as blood pressure sensor, heart rate

1137 sensor. In order to start monitoring vital data using these sensors, User tries setting of these devices
1138 simultaneously. Note that please refer to ETSI TR 10232 cases of M2M applicatis for

1139 eHealt [i.4]. (Normal Flow)

1140 1 User buys wellness sensor devices such as weight scale, and newly deploydtbetniaiuse to

1141 check the wellness status daily. (Normal Flow

1142 1 User goes to a fithegenterto do exercise and checks the effect bijzitig equipment which is

1143 owned by fithessenterand has never connecteddeetsUs er 6 s mobi |l e dev).ce. (/

1144 7.2.6 Normal Flow

1145 Usually wellness sensor devices are bought by Users. These devices are deplegesihinuse, or are worn
1146 with Use.

1147 1. The mobile device detects new wellness sensor devices and tries to connect tolisersler

1148 permission to connect (pairing between sensor device and mobile device).

1149 2. The mobile device has established a connection to the wellness sensor device, tredniodile

1150 device receives additional information of the wellness sensor device (e.g. type of device, service
1151 certificates of the device, required application softyeie).

1152 3. The mobile device is provided with the appropriate application softwaretfre Management Server
1153 and is appropriately configured by the Management Server.

1154 4. When the User measures the data by using wellness sensor device, the mobile device collects the data
1155 and sends it to the Application Server.

1156 7.2.7 Alternative Flow

1157 Alternative Flow 1

1158 1. Asindicated in the Normal Flow, usually the wellness service collects the data from wellness sensor
1159 devices which the User owns.

1160 2. When the mobile device is brought outside, there is an opportunity to connect new wellness sensor
1161 devices (e.g. blood prag® which is set in fithes=ente}).

1162 3. The mobile device detects new wellness sensor devices and tries to connect to théssefder

1163 permission to connect.

1164 4. The mobile device has established a connection to the wellness sensor device and then the mobile
1165 device receives additional information of the wellness sensor device (e.g. type of device, service
1166 certificates of the device, required application softyeie).

1167 5. The mobile device is provided with the appropriate application software and is apphppriate

1168 configured by the Management Server.

1169 6. When the User measures the data by using wellness sensor device, the mobile device collects the data
1170 and sends it to the Application Server.

1171

1172 Alternative Flow 2

1173 1. The wellness service may be an optional subscribeiceeivbe charged. The User subscribes it and
1174 creates an account on the Application Server.

1175 2. When the User utilizes the wellness service, at first the User needs to activate the service on the
1176 Application Server.

1177 3. When the mobile device detects wellness gedsvices, it requests the Management Server to

1178 provide appropriate application software with configuration to the mobile device.

1179 4. The Management Server checks with the Application Server if the User has subscribed to the service
1180 and activated it or not.

1181 5. And then, if the User is not subscribed to the service or has not activated it, the Management Server
1182 does not provide any application software.

1183
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Alternative Flow 3
After the User has collected the data, the User is able to disconnect the mobile devibe fr@tness sensor
device and to dactivate the service.

1. If the User brings the mobile device out of the range of M2M Area Network, the mobile device
disconnects the wellness sensor device automatically.

2. The User is also able to disconnect these debigeperating settings of the mobile device or by
waiting for a while until the wellness sensor device disconnect by itself.

3. The User is also able to cancel the optional service. The User applies the cancellation to the
Application Server. After the Applation Server accepts the cancellation, the Management Server
checks with the Application Server. The Management Server confirms the cancellation, it makes
application software dactivate and/or remove from the mobile device.

7.2.8 Post-conditions

1 Measured welless data are stored in the M2M Service Platform or the Application Server.
T User is able to access to the Application Server and explore the graph of the wellness data trend.

7.2.9 High Level lllustration
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Figure 7-7 Wellness Service High Level lllustration

7.2.10 Potential Requirements

1. M2M Gateway SHALL be able to detect device that can be newly installed (paired with the M2M
Gateway).

2. Upon detection of a new device the M2M Gateway SHALL ltide to be provisioned by the M2M Service
Platform with an appropriate configuration which is required to handle the detected device.

3. The M2M Service Platform SHALL be able to provide an authenticated and authorized application in the
M2M Gateway with appnariate configuration data.
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7.3 Secure remote patient care and monitoring

7.3.1 Description

E-health applications, that provide the capability for remote monitoring and care, eliminate the need for
frequent office or home visits by care givers, provide greatseodtg and convenience as well as
improvementsfiChronic disease managemeanhdfiaging independentlyare among the most prominent use
cases of remote patient monitoring applications. More details of the actors and their relationships for these use
cases @& mentioned in details in an ETSI document [i.4] and are not covered here. Instead this contribution
provides an analysis of specific security issues pertaining to handling of electronic health records (EHR) to
provide a set of requirements in the contExneM2M requirement definition work.

Remote patient monitoring applications allow measurements from various medical amédtioal devices in
thepatients environment to be read aadalysedemotely. Alarming results can automatically trigger
notifications for emergency responders, whentlifieeatening conditions arise. On the other hand, trigger
notifications can be created for care givers or family members when less severe anomalies are detected.
Dosage changes can also be administered based otereommands, when needed.

In many cases, the knelmow about the details of the underlying communications network and data
management may be outsourced by the medical communitizgalth application/ solution provider. The e

health solution provider mag turn refer to M2M service providers to provide services such as connectivity,
device management. The M2M service provider may intend to deploy a service platform that serves a variety
of M2M applications (other thanleealth solution provider). To thahd, the M2M service provider may seek

to deploy optimizations on network utilization, device battery or user convenience features such as ability of
using web services to reach application data from a generic web browser. The M2M service provider may try
to provide uniform application programming interfaces (APIs) for all those solution providers to reach its
service platform in a common way. From the standpoint of the M2M application, the application data layer
rides on top a service layer provided big thervice platform. By providing the service platform and its APIs,

the M2M SP facilitates development and integration of applications with the data management and
communication facilities that are common for all applications.

As part of providing conndiwity services, the M2M service provider may also provide secure sessions for
transfer of data for the solution providers that it serves. In many jurisdictions around the world, privacy of
patient healthcare data is tightly regulated and breaches ateeeénéth hefty fines. This means thénealth
application provider may not be able to directly rely on the security provided by the M2M service provider
links/sessions and instead implement end to end security at application layer. This puts aduitiengles

on the M2M service platform, since it needs to provide its optimizations on encrypted data.

One particular issue withleealth is that not only the data is encrypted, but it may also contain data at different
sensitivity levels, not all of whichppropriate to each user. For instance in the US the Health Insurance
Portability and Accountability Act (HIPAA) regulates the use and disclosure of protected health information.
Different actors within a healthcare scenario may have different levelghafrizations for accessing the data
within the health records, so the information system must take care to present the health data to each user
according to the level of authorization for that user. A process, common to address this issue is redaction. Th
means that one starts with a document that originally includes data of all sensitivity levels and then removes
any piece of information that has a higher sensitivity level than thégteemined redaction level (RL). The

end result is a redacted versiof the initial document that can be presented to a person/entity that has the
matching authorization level (AL). Persons with lower AL are not authorized to view this particular version of
document. The redaction engine can produce multiple versiohs ofitial records, where each version
corresponds to one redaction level (RL) including material at specific sensitivity level (and lower).
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1258

1259

1260 NOTE:  Black color indicates a data field that is masked from an unauthorized user.

1261

1262 Figure 7-8 +An illustration of a process with 2 levels of redaction. Blackolour indicates a data field

1263 that is masked from an unauthorized user.

1264 Care must be taken to ensure that only authorized users have access tcedafiarel the system must match
1265 the redaction level (RL) of data with the authorization level (AL) and present the proper version of the record
1266 for each actor.

1267 The redaction engine may reside at a policy control server or at the application server byetated2M

1268 application service provider. The policy server may also hold policies on which users get which authorization
1269 level (AL), while an authorization server may be in charge of authenticating each user and assigning her the
1270 proper AL.

1271 In a system tging on notifications based on prior subscriptions, data must be examined first to determine
1272 which subscribers should receive notifications and then only those subscribers should be capable to retrieve the
1273 data about which the notification is sent.

1274
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